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O6waa nupopmMauua

MNporpamma «Monitoring Center for FESB» (ganee Monitoring Center) npegHasHaueHa
ANs paclwmpenunst gyHkumoHanbHocTh MO «UHTerpaumMoHHas nnatdopma FESB» (Homep
3anucu B peectpe poccuinckoro MO: 22367) LeHTpanM30BaHHOro NPUKNaaHoro

MOHUTOPUHIa UCNOJTHEHNA UHTENTPaLUMOHHbIX NMOTOKOB.

Mporpamma «Monitoring Center for FESB» 3aperncrpvpoBaHa B peectpe nNporpamm anas
9BM, ceuaetenbctBo N2 2025691918.

DyHKUMOHasbHbIE BO3MOXHOCTU Monitoring Center:

e C60Op M LEHTPaNM30BaHHOE XpaHEHNE TPAcCMPOBOK C MHbOpMaLmen 06
WHTErpaumMoHHbIX MOTOKaX, UCMOSTHEHHbIX Ha pa3/nM4YHbIX cepBepax FESB.

e [loMCK Aa@HHbIX O BbIMNOMHEHHbIX MHTErPaLMOHHBIX MOTOKAax Mo pasnyHbIM
napaMeTpaM, HanpuMep: BPEMEHWN UCMOHEHUS, 3arofloBKaM COOBLLEHWIA,
MeTaZaHHbIM (CcucTemMa-oTnpaBuTeNb/nonyyaTenb).

e KomnnekcHoe npeacrasneHve nHgopmaumm 06 MCNosTHEHUM NOTOKOB.
OTobpaXkeHne cTaTyca 1 AeTaNbHOW MUCTOPUM UCMONMHEHUSI OTAENBHOMO NOTOKaA.
OTobparkeHne Tena v 3aro/IoBKOB COOBLLEHNN Ha OTAENbHbIX LiAarax NnoToKa.
OTobpaxeHue aetanbHoOn nHdopMaumm 06 owmnbkax Ha OTAENbHbIX Larax
noToka.

e ®opMUpOBaHME aHANNTUKN NO paboTe MHTErpaUMOHHbLIX MOTOKOB.

e PasgeneHve 0oCTyna K AaHHbIM MHTErPAUMOHHbIX NMOTOKOB ANSt COTPYAHWKOB,

OTBETCTBEHHbIX 3a UX 3KCNayaTaunto
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DyHKUNOHasbHblE 6M0KM C KpaTKMM NepevncieHmnem
DYHKLMN:

e [lonck uenoyek MHMOOPMaLMOHHLIX 06MeHOB (0B6MeHOB) No
napameTpaM: Ha3eaHue notoka, JomeH, COMNC, 3HaueHns
aTpmnbyToB, BpeMsa 06paboTkn, Hannume owmnboK, CUCTEMbI U
nHTepdencbl oTnpaBuTeNb M Nony4daTenu, cepeepbl FESB,

3arosioBKU CoobLeHni

MoHuTOpUHF e [lpocMOTp 06MEHOB: OTNpaBeHHbIe COOOLLEHNS B MHTErpupyemble
UCNOJIHEHUA P P | P n pvpy
NOTOKOB cucTeMmbl, pesynbTaTbl ucnonHeHus COMC, BkaoYas oTAeNbHble
warn COMNC, coaep>XMMoe COObLLEHNI Ha KaXAOM Luare
ncnonHenus COMC, owmnbkn ncnonHeHns (ecnv BO3HUKAN),
aTpubyTbl cOObLLEHNI, HaBUraumusl k cepeepam FESB, Ha KOTopbIx
NPOMCX0AMN0 UCNoNHEHNe obMeHa
e Bupxet cTapToBOro akpaHa co cBoaHoW MHdopMaumen o6
McnonHeHMn o6MeHOB 3a Nepuoj BPEMEHWN Y HANNYnK OWM60K
e OtyeT 06 MCNONHEHNM OBMEHOB C AeTanM3aumneit No Ha3BaHUsM
AHanuTuka no MOTOKOB, KONN4YecTBy 06MeHOB (YCMeLHbIX U C owmnbkamm),
noToKkam

MPUHSTBIM U OTNPAB/IEHHBLIM COOBLLEHMSIM B UHTErPUPYEMbIE
CUCTEMbI C AeTanNM3aumen nNo nHTepdencaMm n BOIMOXHOCTbIO

HaBurauun K oTaenbHbIX 0bMeHaM

e BupxeTt cTapTOBOro 3KpaHa Co CBOAHOM MHOpPMaUMen 0 TeKyLeM
KONMYecTBe CoobLUeHNI B 06bIYHBbIX o4epeasix u DLQ-ouepeasix

CepBepbi FESB NoAK/IOYeHHbIX cepeepoB FESB

e OTueT C geTanusaumen no konmyectsy coobuieHnii B DLQ-ouepeasix

NoAKoYeHHbIX cepepoB FESB

e (O6bLwasa nHhopMaums 0 BeEpCMM NPUIOXKEHUS, NapameTpax

Uudopmauus o WHCTaNNsUMmM 1 nogkntodeHHom xpaHunuue ClickHouse

cucreme o
e [MpocMOTp XypHana cobbiTui

e HacTpolka napaMeTpoB MOAKOUYEHNS K MOAYNO PaclumpeHHbii

AQMUHUCTPUPO MeHemxep odepeaen (PMO) FESB ans cbopa TpaccupoBok
BaHue

MCNONMHEHUA UHTENrPaLUMOHHbIX NOTOKOB
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e HacTpoika napameTpoB noakntoveHnst kK REST API cepsepos FESB
ANns nepuoauydeckoro cbopa nHgopMaumm 0 TeKyLLEM COCTOSHUA
(AOCTYNHOCTb, KONMYECTBO COOOLLEHMI B 04epeasx)

e BepneHne nokanbHbIX NONb30BATENEN CUCTEMBI U MPUCBOEHME ponei

e Hactpoiika napaMeTpoB ayTEHTU(UKALMM C NMOMOLLbIO BHELIHErO
Identity Provider (Keycloak nnu FESB IAM)

e HacTpoika napamMeTpoB MNOAKMOYEHNS K XPAHUIMLLY AAHHbIX Ha
6a3e CYB/, ClickHouse

e Hacrtponka napameTpoB web-cepsepa

e HacTpolika NapaMeTpoB >ypHaIMpoBaHUs
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